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Introduction
End-to-end support from business as usual to incident response and back again.

End-to-end cyber risk 
management solutions for 
industrial sectors and critical 
infrastructures.

Round the clock global 
incident response services, 
including rapid technical triage, 
investigation, and recovery.

Real-time cyber risk 
intelligence, helping 
organisations monitor,  
detect, and mitigate threats  
to enhance security posture.

24/7 managed detection and 
response (MDR), continuous 
threat hunting, and real-time 
threat intelligence.

Legal services for cyber 
breach incidents, including 
rapid response, recovery, and 
regulatory compliance.

Continuous cyber risk 
assessments using AI to 
emulate real-world attacks  
and predict vulnerabilities.

AI-driven threat intelligence 
and cyber risk ratings 
for predictive cyber risk 
management.

Chaucer has established relationships with the market-leading vendors of today and tomorrow  
to offer our clients an unmatched selection of technologies and services.

RecoverGovern Identify Protect Detect Respond

After everything connected  
is gone, the business still  
comes back because the  
data never left.

Recover
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BreachBits offers advanced AI cyber risk detection and management solutions designed to emulate real-world  
hacker tactics. Their automated capability detects, verifies, and tests 95% of pathways used by real hackers  
– moving your organisation beyond cyber hygiene and compliance into practical hacker relevance to drive  
better decision-making. In partnership with BreachBits, we offer a 25% discount for Chaucer clients.

BreachRisk™ for Business
Continuous cyber risk assessments using AI to emulate real-world attacks and  
predict vulnerabilities.

Attack Surface Monitoring
Continuous monitoring of your digital footprint or your 3rd parties to detect and  
mitigate potential attack vectors before they can be exploited.

Penetration Testing as a Service (PTaaS) 
Regular and thorough penetration testing to uncover weaknesses and ensure robust defences.

Dark Web Intelligence
Monitoring of dark web activity to identify threats and compromised data – and testing 
compromised credentials.

Spearphishing Testing
Advanced techniques test your email systems and employees, safeguarding sensitive information.

BreachBits is backed by strategic investment from Lloyd’s

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

BreachBits
breachbits.com/partners/chaucer-vanguard 
chaucer@breachbits.com

Please scan the QR code or click 
here for more information about 
BreachBits AI-Driven Penetration 
Testing

Hacker’s can attack these now

BreachRisk™ Insights

Well defended assets
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DeNexus delivers an end-to-end cyber risk quantification and management solution uniquely tailored to  
industrial sectors such as data centres, energy, manufacturing, transportation, and critical infrastructures  
with Operational Technology (OT) or Cyber-Physical Systems (CPS).

Cyber Risk Quantification
Understand the financial repercussions of cyber incidents and enhance cybersecurity strategies by translating 
complex risks into clear financial metrics.

Cyber Risk Data & Analytics
Enhance cyber risk analytics, revealing insights such as industry comparisons, trends in cyber threats and 
losses, and the effects of mitigation efforts. 

“�	The combination of  
advanced risk management, 
precise risk quantification, 
and insightful data analytics 
makes DeNexus a valuable 
partner in safeguarding 
critical infrastructures and 
optimising cybersecurity 
strategies.”

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

DeNexus
contact@denexus.io
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Kennedys is a global law firm with offices, associations and cooperations covering every major jurisdiction in Asia Pacific,  
EMEA, Latin America & the Caribbean, North America and the United Kingdom.

Kennedys award-winning Cyber Incident Response team is your first  
point of contact when you call the incident hotline, available 24/7/365.
In the event of a cyber incident, Kennedys design a strategy to help you manage and recover  
from the threat. The Cyber Incident Response team will connect you with any other support  
you may require including forensics, network restoration and communication, as well as  
providing key updates to Chaucer so we can manage your claim in the most efficient way.

PR and 
reputation 

management

Incident 
management, 

legal and  
regulatory 

advice

Pre-incident 
advice, support 

and training

One contact 
and one 

complete crisis 
management 

team

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

A global, co-ordinated response
One cyber incident can cause 
spiralling issues across borders  
and geographies. As a global incident 
response team, Kennedys respond  
to global threats wherever your 
clients and customers are affected.

Act fast
With an experienced, connected 
response team that helps minimise 
an incidents impact on your  
business and customers.

Getting stronger for tomorrow
With strong policies and  
procedures to ensure your  
business is well protected  
against future threats.

Recover quickly
Guiding you through operational, 
legal and regulatory response, 
Kennedys help get your operations 
back up and running, protecting 
your reputation and operational 
resilience.

Please scan the QR code or click 
here for more information about 
Kennedys’ global cyber incident 
response service. 

Winners of Cyber Law Firm of the Year  
at Cyber Insurance Awards Europe 2025
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An award winning Incident Response provider with the largest response team in the UK, handling over 500 incidents  
annually for clients of all industries and sizes.

An Award-Winning Incident Response Team
Named Cyber Incident Response Team of the Year at Zywave’s  
Cyber Risk Awards for 2023, 2024, and 2025.

Cyber Security Consulting Services Provider of the Year
Well-established and respected in the cyber insurance market; winner  
at Intelligent Insurer’s European Cyber Insurance Awards 2025.

Trusted partners
Trusted by the world’s leading cyber insurers and law firms as their  
chosen incident response provider.

Rapid, global response
The SRM team is global, multi-lingual and responds 24/7/365, providing  
impactful technical triage and advice within hours of an incident.

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

S-RM
T.Cowell@s-rminform.com
H.Mulligan@s-rminform.com

“	S-RM’s cyber team are hugely 
responsive, expertly swinging  
into action when our clients  
need urgent incident response. 
We have no hesitation in 
recommending them.”

	 Bird & Bird, International Law Firm

	— Over 1,000 cyber-attack response case studies, including ransomware, mailbox compromises,  
and data breaches.

	— Full spectrum of rapid recovery, DFIR and threat actor negotiation services​.
	— Global presence with teams in the UK, US, Europe and Asia.
	— 24-hour support in multiple languages, including French, Dutch, Spanish, Portuguese, German, 

Mandarin and Cantonese.
	— Market leading response times, with capability to assemble response teams in as little as six minutes.
	— Offer a wide range of proactive services, including expert guidance on cyber security controls.
	— Continuous access to cyber security experts for rapid consultations.

Please scan the QR code or click 
here for more information about 
SRM’s award winning incident 
response service. 
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Orpheus delivers predictive, intelligence-led cyber resilience - helping organisations reduce risk, meet  
regulatory obligations, and protect their supply chain from cyber threats with clarity and confidence.

Supply Chain Cyber Risk Management 
Secure your supply chain from cyber threats with confidence. Our threat-led cyber risk 
assessments help you understand, score, and continuously monitor supplier cyber risk 
across your third-party ecosystem - ensuring alignment with both regulatory  
and internal standards.

External Attack Surface Management 
Achieve continuous visibility of your internet-facing assets - the foundation for proactive 
risk reduction and regulatory alignment. Our platform uncovers exposed infrastructure, 
misconfigurations, and emerging threats across your digital perimeter, enabling decisive 
action and compliance with frameworks such as DORA, NIS2, and ISO 27001.

Vulnerability Management
Focus on what matters. We prioritise cyber security vulnerabilities based on real-world 
exploitability, so you can target remediation where it counts, reduce risk faster, and 
optimise resource use.

Software Cyber Risk 
Build resilience through software visibility. Identify software and firmware risk across 
your organisation. Orpheus enables proactive SBOM management and highlights 
emerging threats linked to your digital infrastructure.

External Attack Surface Management

Third-Party Risk Management

Software Cyber Risk

Vulnerability Management

Threat
Actors

Orpheus
Intelligence

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

Orpheus
www.orpheus-cyber.com/contact-us
www.orpheus-cyber.com

Chaucer clients receive 20% off an  
initial Assessment Report for any of  
the Orpheus solutions listed above,  
along with access to the Orpheus 
platform. Speak to us to learn more.
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Free 60-day trial, with support from  
Bitsight customer success teams, from  
the point of binding your policy. 

Click to request access

300

NOV 2020 JAN 2021

Technology Industry Range Portfolio Range

Breach: 1 Sep 2021

Impact Date: 17 Sep 2021 

50 point drop (580     530)
Breach: Saperix, Inc. fell victim to
a ransomware attack that
compromised the personal and 
financial information of 10,000
individuals.  
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Impact Date: 17 Sep 2021 

Impact Date: 6 Sep 2021 

Public Discovery: 1 Sep 2021

50 point drop (580     530)
Botnet Infection: ZeroAccess (1)  

10 point drop (580     570)
Patching Cadence: minor change, 
grade reamins B.

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

Bitsight
Scott.Wood@bitsighttech.com

Bitsight provides comprehensive cyber risk management solutions that help organisations identify,  
prioritise, and mitigate cyber risks across their extended digital ecosystem.

Exposure Management
	— Gain a comprehensive view of your digital 

infrastructure, including shadow IT, to discover,  
assess, and remediate cyber risks effectively.

	— Respond to changing threats with data-driven 
insights to set security program targets,  
benchmark performance over time, and  
prioritise mitigation efforts.

Governance & Reporting
	— Benchmark your performance against industry 

peers and align stakeholders around a cyber  
security strategy to improve communication  
and decision-making.

Third-Party Risk Management
	— Make informed, risk-based decisions about your 

vendors, continuously monitor for vulnerabilities,  
and take swift action to mitigate risks.

	— Proactively identify and assess potential risks 
associated with third-party vendors’ security 
postures.
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Powered by elite expertise and the world’s most advanced technology

Consulting Services 
Fortify your security controls & practices

	— Response Readiness Services: Prepare teams to respond quickly and confidently in a crisis.

	— Tabletop Exercise: Simulate real-world incidents to test and improve response.

	— Vulnerability assessment: Identify and close security gaps before attackers do.

	— Red Team Services: Emulate advanced adversaries to validate your defences.

	— AI Red Team Services: Secure LLM and generative AI apps against emerging threats.

Falcon For Insurability 
Market leading cyber security technology

	— Reduce cyber risk: Falcon technology lowers breach likelihood.

	— Insurance-ready: Recognised by Chaucer for delivering next-gen antivirus, Endpoint  
Detection and Response, identity threat protection, threat intelligence, threat hunting,  
and IT hygiene solutions.

	— Suitable for all organisations: Falcon works in any scale of IT environment in all industries.

	— Preferred pricing: Discounted rates for Chaucer insureds. 

Why is an incident response service 
essential in today’s threat landscape?
Crowdstrike threat intelligence insight into the average 
time taken for threat actors to breakout from point of 
entry to the rest of the network.

83 
mins
2022 

62 
mins
2023

48 
mins
2024 

Fastest observed breakout in 2024: 

51 seconds

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

Crowdstrike
Gareth.Bateman@crowdstrike.com  
Bryan.Depalma@crowdstrike.com

Trial 60% off Crowdstrike Falcon for first time 
adopters or, for existing Crowdstrike users, 60%  
off additional Falcon modules.

Click to start your trial
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Business Critical Restoration. HyperBunker protects your critical clean copy, fully offline, isolated, and unreachable by attackers.  
Born from 50,000+ real recovery cases, HyperBunker eliminates the #1 cause of catastrophic claims: failed restores.

Guaranteed recovery – even if cloud, backups, or AD are compromised
	— Traditional recovery plans rely on the same systems attackers target first. HyperBunker 

provides a clean, isolated recovery environment – physically and logically separated from 
production, identity services, and backup chains. Even in worst‑case scenarios such as 
destructive malware or insider threat, organizations can rebuild from a known‑good state 
without relying on infected infrastructure.

Downtime reduced from weeks to hours
	— Restore critical operations without rebuilding from scratch. While most organizations plan 

for recovery, real-world incidents often result in weeks of downtime due to corrupted backups, 
compromised identity systems, and manual rebuilds. HyperBunker pre‑positions clean 
systems, data, and recovery workflows to resume priority operations in hours, not weeks.

Stronger loss containment and improved renewal positioning
	— By isolating recovery assets from production, HyperBunker limits incident scope and cost. 

Faster recovery reduces business interruption losses, forensic and remediation spend, and 
accelerates customer and partner reassurance.

Board‑grade resilience for critical operations
	— Boards and executives are focused on how the organization survives a major cyber event. 

HyperBunker delivers demonstrable resilience for regulators, auditors, and insurers – giving 
executives confidence that mission‑critical operations can return to business as usual within 
a defined, auditable timeframe.

Before an incident
Recovery data is physically isolated01

During an incident
When everything is compromised,  
the vault remains unreachable

02

After an incident
Trusted copies are available03

Please scan the QR code or  
click here for more information.
Chaucer clients receive 20%  
off standard list pricing for  
HyperBunker services.

More information

Chaucer Cyber Centre of Excellence
Christopher.Norwood@chaucergroup.com

HyperBUNKER 
Bostjan@hyperbunker.com
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Chaucer CyberLink Marine Consortium
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HudsonAnalytix offers comprehensive cybersecurity advisory, risk management and incident response support tailored for the  
maritime industry. With over 40 years of experience, Hudson keeps trade flowing while protecting investments, ensuring safety,  
and safeguarding the environment. We have partnered with Hudson to offer unique discounts to our CyberLink clients.

Cybersecurity Compliance
Ensuring operations meet international  
cybersecurity standards, protecting against  
cyber threats and enhancing overall  
security posture.

Incident Response Support
Rapid and effective response to cyber  
incidents, minimising impact and  
facilitating swift recovery.

Risk Management
Proactive identification and mitigation  
of cyber risks, safeguarding your assets  
and maintaining operational integrity. 

More information

Chaucer CyberLink
Jack.Chamberlain@chaucergroup.com

Hudson Cyber 
info@hudsoncyber.com
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Click here to learn more about 
Cyber at Chaucer.

Dan Wall 

Class Underwriter 
Dan.Wall@chaucergroup.com

Stuart Baugh 

Senior Claims Adjuster
Stuart.Baugh@chaucergroup.com

Piers Tuggey 

Head of Cyber
Piers.Tuggey@chaucergroup.com

Georgina Wickham 

Deputy Class Underwriter 
Georgina.Wickham@chaucergroup.com

Christopher Norwood 

Cyber Analyst
Christopher.Norwood@chaucergroup.com

Ben Marsh 

Class Underwriter
Ben.Marsh@chaucergroup.com

Ray Davidson 

Underwriting Assistant 
Ray.Davidson@chaucergroup.com

Jack Chamberlain 

Deputy Class Underwriter
Jack.Chamberlain@chaucergroup.com

Connect with our team of Cyber experts

Jessica Heitman-Rice 

Class Underwriter 
Jessica.Heitman-Rice@chaucergroup.com

Andrew Paisley

Class Underwriter  
Andrew.Paisley@chaucergroup.com
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